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PKI Technology
- The profiles for PKI operational management protocols must be based on
PKIX (X.509-based PKI).

- Public Key Infrastructure and Certificate Revocation List (CRL) profile

must be based on X.509 5280 and its update

- Time stamp service (TSP) profile must be according to the RFC 3161 and

its update

- Online Certificate Status Protocol (OCSP) profile must be according to

the RFC 6960 and its updates

- At least one of the following algorithms must be deployed.

o Symmetric algorithms (AES, 3DES, CAST6, BLOWFISH, TWOFISH,
IDEA.)

o Asymmetric algorithms (DSA, RSA, ELGamal)

o Hash algorithms (SHA2 with 224/256/384/512 bit output )

- Minimum RSA/DSA key lengths must be at least 2048 bits. Increasing

the length to 4096 bits is recommended with a view to guaranteeing Long term

security levels.
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- A baseline Certificate Policy for service providers issuing qualified
certificates should be written according to the IETF (Internet Engineering Task
Force) PKIX framework RFC 3647.

- electronic signature supports LTV (long term verification) that may be
technically implemented through electronic signature standards e.g (XAdES
(XML Advanced Electronic Signature) Baseline Profile, CAdES (CMS
Advanced Electronic Signature) Baseline Profile, PASES (PDF Advanced
Electronic Signature) Baseline Profile)

(i — B i)
Hardware Security Modules

- For e-signature creation and verification product and in trustworthy

hardware devices used as secure signature creation devices, it is required

to have concurrent acceptance and usage of FIPS 140-2 level 3 or higher,

or CC EALS5+ or higher.

(e — 5 i)
Electronic signature creation devices
The creation devices are able to store private e-signature keys for its holder
without delivering the key to the outside world. Therefore, the calculation of the
signature algorithm as well as its storage is performed in a highly secure
environment inside a creation device. Thus, it is required to have creation

devices which use the most advanced security standard available in the market.
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Feature Details

Supported Windows server 2008/R2, Windows Server 2012 and
operating systems | 2012 R2, Mac OS, Linux, Windows 8, Windows 10

APl & Standards | PKCS#11, Microsoft CAPI, PC/SC, X.509 v3 certificate
Support

On-board security | @ Symmetric: 3DES (ECB, CBC), AES (128, 192, 256 bits)
algorithms e Hash: SHA-256, SHA-384, SHA-512

e RSA: up to RSA 2048 bits (and optionally up to 4096 bits)
e Elliptic curves: P-256, ECDSA, ECDH

e On-card asymmetric key pair generation (RSA up to
RSA2048 & Elliptic curves

Security FIPS 140-2 level 3 or higher
certifications or CC EALS5+ or higher

(@ — & i)
Security Standards

Information Security Management Standard (ISMS) as ISO/IEC 27001
and its guidance ISO 27002 (recommended)

R — & yiidl)

Operation Standards

ETSI (The European Telecommunications Standards Institute) ETSI EN
319 411-1 V1.2.2 (2018-04) Policy requirements for certification authorities
issuing qualified certificates, specifically Chapter 5,6 which covers the
following parts:

- Certification practice statement

- Key management life cycle

- Certificate Management life cycle

- CA management and operation

- Or equivalent standard.
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Certificate Serial Number (S/N):
la b6 bd a8 fa 1d f7 5d

Subject Key Identifier:
6¢0cleae8e8cecacda93d3d8315cadf31044d333

Certificate Thumbprint:
dOed83a8437a8c09e6ce24386405c6f3420f2fc0
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Certificate Serial Number (S/N):
e In Decimal format:
316106808358849935558301793959016671478894840111
¢ In Hexadecimal format:
37 5e b8 32 b4 aa a5 d5 79 01 65 af 9e 40 a2 cf 93 a4 49 2f
Certificate fingerprint(s):
SHA-256: 95B7-A513-8AD8-937F-4855-79A7-5BDC-2C07-5F91-
A851-E446-C35E-B75B-856A-1684-0549




